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June 28, 2002 
 
Stockton City Council  
 
INTERNAL AUDIT SUMMARY: ADMINISTRATIVE DIRECTIVES 
 
In accordance with our 2001-2002 audit plan, we have completed our audit of the City of Stockton’s 
Administrative Directives.  Our audit was conducted in accordance with Generally Accepted 
Government Auditing Standards. 
 
Our objectives were to evaluate the internal controls for the City’s Administrative Directives process 
and to determine if the directives are current and relevant. 
 
Our audit disclosed that many of the Administrative Directives do not describe current practices and 
need to be updated.  We identified additional directives that have not been reviewed by 
departments.  In addition, we noted a weakness in the security of the electronic directives in that 
computer access and login passwords are not restricted.  We further noted that written policies and 
procedures which outline the electronic posting of directives are needed to ensure that directives are 
posted to the GroupWise library in a timely manner.  We provided detailed audit findings and 
recommendations to the various departments.  Management provided their action plans and target 
dates for corrective action.  Management intends to have all corrective action completed by  
January 3, 2003. 
 
During the course of the audit, we offered suggestions to strengthen internal controls.  Management 
was receptive to our suggestions, and in some areas took steps to make immediate improvements.  
We would like to thank the staff of the City Manager’s Office and the various departments who 
assisted us during the audit. 
 
Additional information about our audit can be found in the attached INTERNAL AUDIT REPORT. 
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ADMINISTRATIVE DIRECTIVES 
 
 
In accordance with our 2001-2002 audit plan, we have completed an audit of the City of 
Stockton’s Administrative Directives.  Our audit was conducted in accordance with 
Generally Accepted Government Auditing Standards. 
 

BACKGROUND 

 
An Administrative Directive is a written procedure, which documents an administrative 
process of the City of Stockton.  The City of Stockton has over 150 directives.  These 
directives are maintained by the City Manager in an Administrative Procedures Directive 
Manual.  Administrative Directive No. MAN-00B, Administrative Procedure Directive 
Manual, defines the process by which an Administrative Directive is created, the 
responsibilities of departments, and the format to be used.  The directive also 
establishes the purpose of the manual, a standard means for revising procedures, and 
responsibilities relative to procedure changes. 
 
An Administrative Directive is developed by a department head when the department 
identifies a complex process for which the completion and authority primarily lies in their 
department, however, input, cooperation, and coordination of other City departments 
are required.  Each Administrative Directive is to be reviewed annually for current 
accuracy and relevancy by the responsible department. 
 
Prior to April 1, 1999, the Administrative Directives Manual was maintained in a paper 
format by each department.  The conversion to GroupWise Document Management 
System provided an opportunity for the Administrative Directives to be maintained in an 
electronic format for citywide access through the City Manager’s GroupWise library.  
The electronic version provides users access to the most current directives and allows 
users to perform word searches for quick reference.  The conversion also resulted in 
substantial time and cost savings by eliminating the requirement for each department to 
maintain and update a separate manual. 
 

OBJECTIVES AND SCOPE 
 
Our objectives were to evaluate the internal controls for the City’s Administrative 
Directives process and to determine if the directives are current and relevant. 
 
Our audit included an examination of the Administrative Directives listed in the City 
Manager’s GroupWise library as of May 1, 2001. 
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METHODOLOGY 

 
Our audit was performed using the standard office methodology of documenting and 
evaluating internal controls.  We conducted a preliminary survey to gain a basic 
understanding of Administrative Directives’ process.  We documented our 
understanding of the purpose, objectives, and essential functions using narrative 
descriptions and data flow diagrams.  To gain an understanding of the processes, we 
interviewed City staff, reviewed applicable statutes, and analyzed City policies and 
procedures. 
 
We conducted a risk assessment to identify potential threats that could result in loss of 
funds, inefficient use of resources, and prevent management from achieving its 
objectives.  We then tested and evaluated operating procedures to verify our 
understanding of the internal control system.  Where weaknesses in internal controls 
were observed, we communicated them to management with our recommendations for 
improvement. 
 
In order to determine if directives are being reviewed annually for current accuracy and 
relevancy, we sent letters to the departments requesting that they review the directives.  
If they were not current or relevant, we requested the department provide a target date 
for the revision or deletion.  We subsequently reviewed the directives to verify revisions 
or deletions. 
 

RESULTS 

 
Our audit disclosed that 55 percent of Administrative Directives do not describe current 
practices and need to be updated.  We identified additional directives that at the end of 
audit work had not been reviewed by departments.  In addition, we noted that computer 
access and login passwords to the computer on which the directives are maintained are 
not restricted.  We further noted that written policies and procedures, outlining the 
electronic posting of directives, are needed to ensure that directives are posted to the 
GroupWise library.  We provided detailed audit findings to the various departments and 
requested managements’ action plan and target dates for corrective action.  Our audit 
results and managements’ action plans are summarized below: 
 
1. Administrative Directives Not Reviewed Annually For Current Accuracy 

and Relevancy. 
  
 Administrative Directive MAN-00B states that each Administrative Procedure 

Directive is to be reviewed annually for current accuracy and relevancy by the 
responsible department.  While the directive requires a review of no less than once a 
year, we noted it is silent on a process to ensure compliance. 
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 As discussed in the Methodology section of our audit report, we requested that 
departments review the directives for current accuracy and relevancy.  In addition, 
our cursory review identified directives that were not available in GroupWise and 
directives that stated an appendix or exhibit was attached but was not available in 
GroupWise.  We provided our detailed audit findings to the various departments. 

 
Management Action Plan:  Departments provided target dates for revision or deletion 
ranging from June 20, 2002 to January 3, 2003.  In addition, as the administrator of the 
directives, the City Manager’s office will manage a tickler system to ensure compliance. 
 
2. Computer Access and Login Passwords Not Restricted 

 
Computer passwords should be protected and access restricted to protect 
documents and enhance security.  As part of the internal controls for Administrative 
Directives, one individual is the creator of the electronic documents and has total 
rights to the documents.  We noted, however, that this individual also has duties, 
which at times requires the assistance of other individuals during their absence.  
Those assisting are given access to the computer and also login using the 
individual’s password, thus, obtaining total access to the Administrative Directives.  
By sharing passwords, one is unable to determine who accessed or revised 
documents since any revisions would appear to be made by the creator of the 
document. 

 
Management Action Plan:  The City Manager’s staff is working with Administrative 
Services Management Information Services staff to determine best practices of 
ensuring all users have access to needed documents without sharing passwords.  A 
target date of September 30, 2002 has been established. 
 
3. Lack of Written Policies and Procedures 

 
Administrative Directives are maintained electronically in the City Manager’s 
GroupWise library in order to provide users access to the most current directives 
and allow users to perform word searches for quick reference.  During the audit, we 
noted several instances where employees received notification of new or revised 
directives; however, the library was not updated to include the new or revised 
directive.  We noted that written policies and procedures outlining the process of 
posting new or revised directives to the City Manager’s GroupWise library were not 
available. 
 

Management Action Plan:   The City Manager’s office will write procedures outlining 
the process of posting new or revised directives by July 31, 2002. 
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NOTEWORTHY ACCOMPLISHMENTS 
 
 On April 1, 1999, the conversion to GroupWise provided an opportunity for 

Administrative Directives to be maintained in electronic format in the City Manager’s 
library.  The electronic version provides users access to the most current directives 
and allows users to perform word searches for quick reference.  In addition, the 
electronic version eliminates the requirement for each department to separately 
maintain and update a hardcopy of the manual. 

 
 During our audit, the City Manager’s office revised the Administrative Directive 

indexes to include an effective date for each directive.  This ensures users that they 
are viewing the most current directive.  It will also aid in the annual review of 
directives. 

 
 
We appreciate the cooperation and assistance extended to us during the course of our 
audit by management and staff of the City Manager’s office and the various City 
departments. 
 
 



 

 

 
 

 

CITY AUDITOR MISSION STATEMENT 
 
The City Auditor Department assists the City Council, City 
management, and City employees in the effective performance of their 
duties by providing them with objective analyses, appraisals, and 
recommendations for financial and related systems and activities. 


